Token:

Virtual Private Network (VPN) Token

To access the new Virtual Private Network (VPN) you must have a VPN token. To receive a
token your supervisor will need to place an IT access request through the IT Access Request
application on the intranet.

Once your VPN access has been approved you will receive an e-mail from SafeNet. Once you
receive this e-mail you will need to pick up your token from the Help Desk. You must pick up
your token in person since you are required to sign for your token.
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safenet@cio.sc.gov

SafeNet Authentication Service Self-enrollment
To Michelle Deer (C052267)

Michelle Deer:

Your self-enrollment account has been created.

If you are enrolling a hardware token, and do not have your token yet, please contact your system administrator.
Please, go to the following URL to enroll with SafeNet Authentication Service:

https:, selfEnroliment//ind: px?code=dhAOwsO1xpfluyjk79ZXEQsSh

If the above link does not work, please copy and paste this url to your web browser.

@ see more about safenet@cio.scgov. |:| ~

Once you have your token, you will need to register your token with SafeNet. To register your
token follow the link from the SafeNet e-mail.

At the “SafeNet Authentication Service — Self Enrollment” screen, type the serial number located
on the back of your token, then left-click “Next”. Note: The serial number is case sensitive.
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SafeNet Authentication Service - Self Enrollment

Please enter the serial number on the back of your token. The serial number is
case sensitive.

Serial Number :

Next

Copyright @ 2012. SafeNet Inc. All Rights Reserved.
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5. When you are prompted to “enter your OTP”, press the button on the front of the token to
receive a one-time passcode.

6. Type the one-time passcode into the “OTP” field, and left-click “Next”. Note: The numbers are
read with the button on the right-hand side.
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SafeNet Authentication Service - Self Enrolilment

Please enter your OTP.

OTP:

Next

Copyright @ 2012. SafeNet Inc. All Rights Reserved.

7. When prompted to “enter your next OTP”, press the button on the token to display a second set
of numbers. Type the numbers as shown into the “OTP” field, and left-click “Next”.
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SafeNet Authentication Service - Self Enrollment

Please enter your next OTP.

QTP:

Next

Caopyright @ 2012. SafeNet Inc. All Rights Reserved.

If you fail to provide the correct one-time passcode (OTP) too many times during registration
you will be unable to register the token. Please notify the Help Desk if this occurs.
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SafeNet Authentication Service - Self Enroliment

You have failed to provide a correct response too many times during
enrollment. Please contact your administrater to resolve this issue.

Copyright @ 2012. SafeNet Inc. All Rights Reserved.

8. Once you have successfully registered the token you will see a screen similar to the following:
53, bl R

SafeNet Authentication Service - Self Enrollment

Your token has been successfully activated. Please remember your User ID
below.

User ID : C052267

Close your browser

Copyright ® 2012. SafeNet Inc. All Rights Reserved.
9. Close your internet browser.
PLEASE NOTE: If you press the button on your token too many times without a successful login to

the VPN, your authorization will be revoked. If this happens, please contact the Help Desk at
803.896.1759.



Install VPN Add-On:
To access the new VPN you will need to install the VPN add-on to your computer. To install the plug-in:

1. Open Internet Explorer, and type https://vpnl.doc.sc.gov/doc-web into the URL address bar.
2. Atthe “Pre Sign-In Notification” screen, left-click “Proceed”.

South Carolina
Department of Corrections

Pre Sign-In Notification

WARNING

This system may contain U.S. Gevernment infermation, which is restricted to
authorized users ONLY. Unauthorized access, use, misuse, or modification of
this computer system or of the data contained herein or in transit to/from
this system constitutes a violation of Title 18, United States Code, Section
1030, and may subject the individual to Criminal and Civil penalties pursuant
to Title 26, United States Code, Sections 7213, 7213A (the Taxpayer Browsing
Protection Act), and 7431. This system and equipment are subject to monitoring
to ensure proper performance of applicable security features or procedures.
Such monitoring may result in the acquisition, recording and analysis of all
data being communicated,transmitted, processed or stored in this system by a
user. If monitoring reveals possible evidence of criminal activity, such
evidence may be provided te Law Enforcement Personnel.

ANYONE USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH MONITORING.

3. Atthe install pop-up, left-click “Install”.

This website wants to install the following add-on: JuniperSetupClient.cab’ from

‘Juniper Metworks, Inc.',
What's the risk? Install

4. If you receive any security warnings, left-click “Allow”, “Continue”, “Yes”, or “Run”.
5. At the Juniper Networks pop-up, left-click “Allow”.
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SC Budget and Control Board

Loading Components...
Please wait. This may take several minutes.
® Host Checkar

If an error prevents a component from loading properly, you can click here to continue. Not all functionality

This webpage wants to run the following add-on: 'JuniperSetupClientATL
ActiveX Control Module' from 'Juniper Networks, Inc.'.
What's the risk? Allow |~

6. At the “Setup Control — Warning” pop-up, left-click “Yes”.
’Setup Caontrel - Warning @1

Do you want to download, install, and/or execute software from the
following server?

Product Name: Host Checker

Software Name: dsHostCheckerSetup.exe

Server Name: vpnl.doc.sc.gov

Always | Yes | No |

.

7. The Host Checker will now begin downloading.


https://vpn1.doc.sc.gov/doc-web

Host Checker

Downloading UnifiedSDE.zip. Pleaze wait

Downloading 1736704 of 4610019,

b

8. The Host Checker will check your computer for certain security standards. Note: This may take

5-10 minutes.
a. If your computer does not meet the security standards you will receive a similar error
(Note: Your errors, if any, will be based on your computer):
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SC Budget and Control Board

D Your computer's security is unsatisfactory

Your computer does not meet the following security requirements. Please follow the
instructions below to fix these problems. When you are done click Try again.

1. Mcafee

Tnstructions: If you receive a "Your computer’s security is unsatisfactory” message and
the reason shown is "McAfee", please contact the DSIT Service Center
(1-803-896-0001 option 4) and ask for a work request be opened and.
assigned to the Desktop Support Group. Please provide the information
below this statement when you contact the DSIT Service Center. Thank-
vou!

Reasons: Microsoft Security Essentials 4.3.0215.0 does not comply with policy.

Compliance requires latest virus definitions.

2. Win-Firewall-Policy
Instructions: [f you receive a "Your computer’s security is unsatisfactory” message and
the reason shown is "Windows-Firewall-Policy”, please contact the DSIT
Service Center (1-803-896-0001 opticn 4) and ask for a work request be
opened and assigned to the Desktop Support Group. Please provide the
information below this statement when you contact the DSIT Service
Center. Thank you!

Reasons: Microsoft Windows Firewall 7 does not comply with policy. Compliance
requires firewall to be turmed on.

Please notify the Help Desk for help in resolving these errors.
b. If your computer meets the security standards, you will see the following screen:

Welcome to the

SCDC Secure Access Service

Username l:l Please sign in te begin your secure session.

i. Username — Type your SCDC username
ii. Password — Type your SCDC password

Welcome to the

SCDC Secure Access Service

Secondary username  |c052267

iii. Secondary username — Type your SCDC username
iv. Secondary password — Press the button on your token, and type the OTP
v. Left-click “Sign In”.



9. Atthe Welcome to Junos Pulse screen left-click “SCDC Desktop VDI HTML”.

South Carolina

of Corrections

Welcome Lo the WEB VPN SCDC Securs Access Servics, 032267,
{@ scoc pesktop VDI HIML =
VDI HTHL Link
& Network Connect [ stan |

10. At the “VMware Horizon” pop-up, type your SCDC username and password, then left-click “Sign

In”, and you will see a connecting indicator.
2 Whware Horizon - Intenet Explorer |[E=RE=E ==
| @ netps.pn.doc se.gow/ponatiwebeient, Danalnfo=vaiconnect doc.statesc.us S5L+ index bumi/login a

%]

w vmware Horizon

usemame: |

Domain: sCDC |

®100% v

Note: Please notify the Help Desk for help in resolving any errors.



11. Once successfully connected, you will see the following:
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12. Left-click the “SCDC Desktop” icon to connect to your account.

13. Left-click “OK”, and your desktop will be loaded.

[ @ hitps:/vpa.doc sc.gov/1/69648550.9944680- A8A2-19CASZIGEELE/ Daninfo=VDIConmectl doc state s.us Port=5443 SSLe Aauth=aTwm el R284VUCKSUGANYE3m

vmware Horizon

#. Windows 7 Professional

®100% ~




14. You are now remotely logged into the SCDC network.

2 Whware Horizon - Internet Explarer
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If you see the following message, please left-click “OK”.

Audio quality

‘We have detected that your virtual deskiop may experience audio
playback issues with this browser. If audio does not play properly,

please try Google Chrome.

15. To access the mainframe, left-click “Start”, “All Programs”, “BlueZone 6.1”, and “Mainframe

Display”.

OK
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Disconnect / Logoff:
1. To logoff the VPN and close the session, left-click “Start”, then left-click “Log off”.

3' Getting Started » 7!l

! Connect to a Projector ‘E

el Michelle Deer (C052267)
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2. Atthe “Desktop Disconnected” pop-up, left-click “Cancel”.

Desktop Disconnected x

“Your desktop has been disconnected.

Attempting to reconnect to desktop..

Cancel

3. Once successfully logged off you will see the following screen:

LogIn

cancel



